	Grants.gov System to System Integration -- Questions and Answers 

	Agency/POC

	Question

	Answer


	Dept of Ed / Lauren Jones

	What is the time frame for conducting the official End-to-End integration testing with Grants.gov site?

	Integration with a particular agency will be performed during a scheduled 5-day consecutive period, beginning with a kick-off meeting. Exact date should be coordinated with Kim Deutsch or Becky Spitzgo at Grants.gov.


	
	Where do we obtain the Digital Certificate for authenticating the agency's system? (From a Certificate Authority or Grants.gov). If we obtain it from a CA, when does Grants.gov need the certificate information?

	Until two-way authentication is deployed on Grants.gov, agencies will not be required to acquire digitial certificates.  Grants.gov is in the process of purchasing digital certificates from a certificate authority for its test and production boxes to perform one-way authentication using SSL and userID/Password.


	
	We are planning to implement SOAP Server Web Services component for the NotifyApplicationAvailable operation. When do you need the WSDL document from us for this operation ?

	The NotifyApplicationAvailable function will not be available until late 2003.  


	
	If the NotifyApplicationAvailable fails to reach the Agency web service, will you be resending it again?

	Yes, on the next "Notify" cycle.


	
	How should the agency authenticate the identity of system sending a NotifyApplicationAvailable message?.  Embedding digital signature in XML, SSL Certificate etc

	The NotifyApplicationAvailable function will not require authentication (I.e., will not use SSL) as it does not contain any sensitive information.  However, the Grants.gov will work with those agencies who would wish to perform authentication on their systems for the "Notify" function.


	
	To improve network security, the Department may need to restrict the incoming traffic through the firewall to the Grants.gov interface. Is there a range of IP's used by Grants.gov site?

	The Grants.gov range of IP addresses is only needed for the NotifyApplicationAvailable function, which will be provided once the functionlity becomes available.


	
	What is the proposed process for handling the validation errors encountered during the agency's data validation process?. (i.e. a dollar amount field is received as a negative number)

	System related issues that are encountered during testing will be communicated to Grants.gov federal lead. This includes validation errors due to data that does not conform to the published schemas.  In production, issues will be handled through Grants.gov support.  Data entry related issues that are encountered due to specific business rules enforced by an agency's system should be addressed directly to the applicant.


	
	Can applications be download more that once after the agency has sent the delivery confirmation?

	Yes, applications can be downloaded more than once for a given period of time after the Agency has sent the delivery confirmation.


	
	Is there a limit on the size of the attachments?

	At this time, no limit is being placed on the size of the attachments.  This may change if attachments greater than a certain size become impractical.


	ACF / Paul Hasz

	Noted number of discrepancies between the web services Reference Implementation and the WSDL.  One of them is the WSDL has an element "Filter" in ApplicationFilterType but the reference implementation has the element name as "FilterType".

	The latest WSDL has been published on the Grants.gov site and the Reference Implementation application is being updated to conform to the latest WSDL.


	
	Would like to know how the forms & Meta data are going to be sent to us.  If possible could we get sample SOAP messages for each request?

	Sample SOAP requests/reponses have been posted to the Grants.gov site.


	
	Would like to know when we will get the updated version of "Grants.gov_XMLSchema-Implementation-Guide.doc" and the updated schema definition file EGrantsApplicationSchema20030819.xsd.

	An updated version of the Implementation guide is available on the Grants.gov web site.  The EgrantsApplicationSchema (recently renamed to MetaGrantApplication) is  part of the published schemas, and was created as a "helper" schema to facilitate the parsing of the entire application XML document.  An updated version of the MetaGrantApplication Schema has been produced and was made available with the Web Services WSDL.  The particular forms that are included in the  MetaGrantApplication Schema will vary from one opportunity to another.  The schemaLocation referenced in the <grant:GrantApplication...> element that encloses the header, footer, and opportunity specific forms will reference a dynamically generated schema that is specific to the opportunity.


	
	Could we get the list of allowed mask types and formats for the fields mentioned below along with sample data? This will help us in parsing the data into agency specific formats. Org DUNS ID, EmployrID, ZIP, Phone, Fax, Date

	The element types referenced in the schemas should provide the basic format for each of the fields mentioned.  No additional validation will be performed by Grants.gov.  Agencies can enforce additional business rules if desired.


	
	Confirm minimum software requirements including versions of JDK and WSDP that we should be using.

	For those agencies that are using the Java/J2EE platform, please use JDK v1.3.x and WSDP v1.1 API's.  If you are using JAXM, SAAJ, and/or JAXB, the required .jar files from JDK v1.3.x and WSDP v1.1 are also included in the Reference Implementation under /WEB-INF/lib.


	
	Date when the changes to schema definitions will freeze for the upcoming release.

	Schemas have been posted to Grants.gov site and have been frozen.


	DOE / Jason Fulton

	We are using the Tomcat application server, with Apache's Axis 1.1 web services toolkit, and the latest Java SDK. To date we've run into significant problems simply trying to compile our modified WSDL file (revisions include namespace/URL changes), which attached to this message.

	An updated version of the WSDL has been published on the Grants.gov site.


	DOE / David Gilmore 10/10/03

	When I attempt to load one of the Grant.gov-supplied sample XML files into the MySQL database, I get the following error: We're sorry but the request could not be processed. The following error occured in on 10/10/2003 10:28:12 AM: null The error message has been logged together with more detailed information so that it can be analyzed further. As it turns out the error was logged in Tomcat console as follows: name    = application
filename = 1065796007384_GRANT00000053.xml
type =text/xml File length = 10290  Creating JAXB Context Done Creating JAXB Context Creating JAXB Unmarshaller Done Creating JAXB Unmarshaller ERROR found processing XML file: null  About to forward to /xmlToDB/jsp/include/xmlToDBErrorPage.jsp
Delete complete

	An updated version of the Reference Implementation, along with new sample XML files, will be made available shortly.  At that time, also refer to the mappings that have been added to the /WEB-INF/web.xml of the Web Services Reference Implementation.  The WebServices.jsp, for instance, is accessed using http://localhost:8080/webSvcApps/WebServices.  Likewise, the Import.jsp (for those who want to test the XML-to-DB function) is accessed using http://localhost:8080/webSvcApps/Import.


	HRSA / Sahbash Kari

	The schemas provided in the ‘Reference Implementation for Agency Integration Design Specs' have namespacing that do not match with those defined in WSDL.

	Please use the namespacing that is defined in the WSDL.


	
	When the WSDL file is parsed through the Microsoft WSDL parser or Mindreef SOAPScope2.0, several errors are reported.

	The WSDL has been modified and can now be validated with SOAPScope 2.0 without any errors. 


	
	The second reference implementation does not run in our environment even after following all the instructions.  We are getting compilation errors.  Need directions on debugging.

	We would need specifics about your environment so we can assist you with the implementation.


	
	We need to know the mechanism of notifying the grantee in case the application is incomplete or has wrong data.  Is there a way to report the error back to Grants.gov.

	Application related errors must be handled between the agency and the grantee.  Grants.gov will not address such errors.


	Working Session 10/09/03

	What happens if an agency sends multiple messages through AssignAgencyTrackingNumber for the same application?

	The new message will overwrite the old message.


	
	What should be done if agencies require authentication to receive NotifyApplicationAvailable message?

	If mutual authentication is in place, then Grants.gov can authenticate to agency systems.


	
	What is the frequency of sending NotifyApplicationAvailable message if it  failed?

	If the message exchange is unsuccessful, a similar message will be sent out on the next "notify" cycle, though the frequency has not yet been determined.


	
	Are there any differences in WS implemenation between .net and J2EE?  Are there any other platforms used by the agencies?

	There should not be any differences between .net and J2EE platforms, though we have not yet tested with an Agency that is using the .net platform.  As this point, we are not aware of any other platforms that are being used by the Agencies.


	HHS ACF / Siva Rangasamy 10/10/03

	SOAP Body of the SOAP Message will have a node for the Grant Application that will have child elements for Grant Submission Header, Core Forms & Grant Submission Footer that conforms to the respective Schema definitions provided by Grants.gov. We parse the root node i.e., Grant Application of the SOAP Body to get the contents of the Grant Application as in the Reference Implementation. We understand that the existing Grant Application schema can be used for processing the Grant Application node in the SOAP Body.  Depending on the agency, one agency might receive Header, 424, 424A & 424B and the other might receive Header, 424, 424A & 424C. As long as the Grant Application schema has a definition for the possible form like  GrantApplicationSchema.xsd provided earlier by (Grants.gov) below we should be fine, right? <xsd:element ref="sys:GrantSubmissionHeader" />  <xsd:element ref="sf424:AwardingAgencyGrantApplication" />  <xsd:element ref="sf424a:BudgetInformation" minOccurs="0" />  <xsd:element ref="sf424b:Assurances" minOccurs="0" />  <xsd:element ref="sf424c:BudgetInformation" minOccurs="0" /> <xsd:element ref="sf424d:Assurances" minOccurs="0" />  <xsd:element ref="sys:GrantSubmissionFooter" minOccurs="0" />Our question is whether the SOAP structure is going to change or is it going to be the same as before?

	Correct, for the most part.  The sample Meta schema (MetaGrantApplication.xsd) defines the required SF424 forms and provides a place holder for any other forms that may be specific to an agency.  Keep in mind that the actual forms for an application may vary from one opportunity to another.  Assuming the MetaGrantApplication schema is modified to match the opportunity package that an agency creates, it can indeed be used to validate the presence of the forms that have been specified in the package.


	USDA CSREES/  10/22/03

	Can I use either RPC or Message Routing in Apache SOAP?

	Since the S2S is a document exchange, only the Message Routing will function.


	HHS/NIH Mike Goodman 10/07/2003

	Is the URL indicated "within" the schema valid?

	The published schemas refer to the final production schemas as they will be used for the October launch.  The reason Mike Goodman received these errors is that the site http://apply.grants.gov/system/schemas/global-v1.0.xsd is not currently ready and/or available.  This URI (URL) is going to be our production site.  However, to look at the schemas in the meantime, please ask the users to copy the "global" schemas we published into a local machine and change the URI reference to point to the local machine. In doing so, all references will be correctly resolved.   We are expecting all our production environment(s) to be ready by October 27th.


	HHS/NIH Mike Goodman 10/22/2003

	One thing we didn't get a chance to talk much about last week, since we didn't have time to go through the crosswalk comments, was the issue of attachments.  Since I don't really know the schema effects of the most recent "SOAP attachment instead of inclusion" decision, can you give me just a rough idea of how you think these will be represented in the XML stream?  I understand that the attachment itself will be the true binary, embedded in the SOAP envelope ... so there is no "schema" for the attachment content, per se.  But will there be any placeholder/pointers inserted into the XML payload, to *reference* the attachments that have been provided to satisfy the respective sections of the research application?   For instance, for the "Description" block on page 2, the content itself will be in a SOAP binary attachment.  So far so good ... but in the XML payload, will we still see some references that "glue" the attachment that's floating in the SOAP envelope, to its proper context?  Will the XML still have a component that says:
 
FileName = 'MySpectacularProposal'  (as an example ... file name could be anything, really)
FileType = 'Abstract'
FileMimeType = 'PDF'
 
?

I hope so.  And if so, will all attachments still be defined in a separate attachment schema (e.g. NarrativeExplanation in EGrantsAttachment schema), which is the way we were heading a month or so ago?   Or will the NarrativeExplanation become a typedef instead, and inserted into the context of the various schemas that need it ... for instance would the reference become a "DescriptionAttachment" subcomponent of NIH:CoverPage, providing the standard information (filename, type, mime) necessary to identify the appropriate attachment binary for "Description"?  I like the latter (putting attachments in context) for reasons I've alluded to in other emails.  I will readily admit that, for most attachments, lumping them together in one isolated "NarrativeExplanation" list would be ok ... but for biosketch attachments I still struggle with how that could possibly work ... without putting the attachment reference directly in context (as a subcomponent of the Biosketch component itself) I don't know we can hope to associate any given biosketch binary to the appropriate structured-XML components (like education/training) that go along with it.
 
I know this is a knotty issue and may not yet have been fully resolved ... if so I'm not trying to press you for a final decision.  I just want to see if you're leaning one way or the other, or maybe you've an idea for a hybrid approach that might allow all attachment references to remain lumped, but still be able to tie repeating person-specific attachments back to the people they relate to.  If I at least know how we're leaning, I think I can at take it from there and make some reasonable assumptions that would allow us to make some initial progress on this end.

	As you have indicated, attachments are no longer "included" in the XML payload, and are indeed "attached" in their binary format as distinct parts of a multipart MIME message, as specified in the SOAP w/ Attachments (SwA) specification.

 

Currently, at least three attachment-related DataTypes have been defined within the Grants.gov schemas.  The first, as you have mentioned, is a definition for a single "placeholder/pointer" to an attachment.  The second is a definition for a grouping of zero or more such "placeholder/pointers".  The third is a definition for a grouping of one or more such "placeholder/pointers".  The first two DataTypes will be discussed in turn below, as the third one is simply a variation of the second.  All of these definitions are found within the Attachments schema (see attached Attachments-V1.0.xsd file).

The definition, or DataType, for a single attachment "placeholder/pointer" is included below:

<xsd:complexType name="AttachedFileType">


<xsd:annotation>



<xsd:documentation>DataType describing a single attached file.</xsd:documentation>


</xsd:annotation>


<xsd:sequence>



<xsd:element name="FileName" type="glob:StringMin1Max255Type"/>



<xsd:element name="MimeType" type="glob:StringMin1Max30Type"/>



<xsd:element name="FileLocation">




<xsd:complexType>





<xsd:attribute name="href" type="xsd:anyURI"/>




</xsd:complexType>



</xsd:element>



<xsd:element ref="glob:HashValue"/>


</xsd:sequence>

</xsd:complexType>

As you have mentioned, this "placeholder/pointer" definition includes the Filename and Mimetype of a given attachment, as well as a local "href" reference to the appropriate part of the multipart mime message that contains the actual attachment in its binary format.

 

The second attachment related DataType, a definition for a grouping of zero or more attachment "placeholder/pointers", is included below:

 

<xs:complexType name="AttachmentGroupMin0MaxUnboundedDataType">


<xs:annotation>



<xs:documentation>DataType describing an unbounded set of attached files, which may be empty.</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="AttachedFile" type="att:AttachedFileDataType" minOccurs="0" maxOccurs="unbounded"/>


</xs:sequence>

</xs:complexType>

 The three attachment related DataTypes, as defined within the Attachments schema, thus provide the flexibility to define schemas that reference a single attachment directly in context, as well as a grouping of attachments as found in the Program schema (see attached Program-V1.0.xsd file) provided as an example


	Jain, Abhinandan, (NIH/OD) 10/24/2003
	I was trying to convert RAR schema to JAXB objects. I'm getting these errors, any suggestions...???
 

[ERROR] A class/interface with the same name "gov.grants.rar.AgencyName" is already in use.
  line 86 of EGrantsResearchAndRelatedSchema20030715V010.xsd

	The R&R schema has not been finalized since the cross-agency team is still working on the forms.  Once Grants.gov has received the final versions, the schema will be reviewed and these namespace issues resolved.
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